
 
 
 
 

Walchem WebMaster® Industrial Controller Security Profile 
 
Overview: 
At the heart of Walchem’s WebMaster® Industrial Controller is support for TCP/IP 
communications and an embedded (integrated) web server. Having TCP/IP communications 
support means that the controller is compatible with the established global standard for digital 
communications. This covers the digital communications that occurs over Local Area Networks 
(LAN) and the Internet. 
 
Having an embedded web server means that the WebMaster® can transfer web pages to 
connected devices (typically a computer) that are running a standard Internet Web Browser. In 
the same manner that a PC user views information from websites (servers) on the Internet, in the 
case of the WebMaster®, the web server is built directly (embedded) into the WebMaster® 
controller.  
 
Physical Connections: 
Walchem’s WebMaster® offers Ethernet and USB connectivity as a standard feature. 
Optional connectivity is also available with landline or cellular (GPRS or CDMA) modems. The 
modem hardware is an internal socketed module that plugs directly into the WebMaster®. 
  
Communications Protocols: 
The WebMaster® can be accessed using a standard web-browser such as Internet Explorer, 
Mozilla Firefox, or Netscape Navigator.  Web pages are transferred from the web server 
(embedded in the WebMaster®) to the web browser (running on a PC or equivalent) using the 
http protocol on port 80 or 9000. 
 
Live, real-time data from the WebMaster® is displayed in the browser in one of two ways. For 
versions of WebMaster® shipped prior to March 30, 2007, live data transfers were accomplished 
using JAVA. This means that in order for live data to be displayed and continuously updated 
without refreshing the web page (vs. only static web pages), a JAVA virtual machine from Sun 
Microsystems (a type of plug-in) has to be downloaded and running in the web browser. For 
versions of WebMaster® shipped after March 30, 2007, the JAVA plug-in is no longer required to 
display live data. In these newer versions, standard web browser capability and http 
communications is used without the need for JAVA or any other Plug-in. 
 
The WebMaster® controller supports outbound-only e-mail communications. It does not have the 
ability to receive email. E-mail is sent using the standard SMTP protocol. There are three types 
of optional outbound E-Mail messages sent from the WebMaster®. 
  

1. System Summary Report:  
This report is sent as a standard .html web page attached to the email. The report 
contains summary information regarding water treatment parameters that are being 
monitored and controlled. The frequency of emailed reports is user selectable as 
daily, weekly, every two weeks, or monthly – with the data representing the time 
period selected. 

2. Data Log report: 
This report is an Excel formatted “csv” (comma separated value) file sent as an 
attachment to the email. The user customizes this report by defining the parameters 
to be logged, frequency of data points logged and the logging duration.  



3. Alarm Messages: 
The alarm message can either be a System Summary Report, emailed when an 
alarm condition occurs or an abbreviated text message when sent to a Cell Phone or 
PDA. 

 
Software Upgrades:  
The WebMaster® controller checks for available software upgrades by sending an outbound 
TCP/IP request on port 44966 to the Walchem ShoulderTap® server. This check occurs once 
every 10 minutes when the WebMaster® is LAN connected (via Ethernet), as long as it also has 
“gateway” access to the Internet. If the WebMaster® is using a landline modem, it checks for an 
upgrade any time someone accesses the controller from the Internet over the modem connection. 
This form of connection is proprietary and Patented by Walchem and is referred to as 
ShoulderTap® technology. 
 
If an upgrade becomes available and the WebMaster® discovers it, a web page within the 
controller presents the user with an option of upgrading the software. If a user initiates the 
software upgrade, the controller will start the process by initiating an outbound ftp client (File 
Transfer Protocol) request to a Walchem server hosting the WebMaster® software upgrade 
utility. 
 
Secure Login: 
Regardless of the connection method used to access the WebMaster®, the first web page served 
to the user from the WebMaster® is a Login page. Three levels of password access determine 
the functionality allowed by the user:  full configuration (top level), view and calibrate only (2nd 
level), or view only (3rd level). Each level has its own username and password.  
 
WebMaster® Hardware/Software Architecture: 
The WebMaster® is a highly specialized and dedicated industrial controller. While its support for 
common, open standard global communications standards makes it appear very “PC-like”, it is 
actually quite different. This makes it inherently very secure and not prone to some of the security 
vulnerabilities that have plagued PC’s and devices built around the PC architecture.  The 
WebMaster® does not run on the Windows operating system. It does not have, nor could it run 
any of the programs that are typically exploited such as Outlook, Messenger, or Internet Explorer. 
It cannot run an executable file. It runs on a specialized, feature limited embedded Real Time 
Operating System. In some respects it is similar to a modern network printer. It is accessed only 
through Port 80 or 9000, and has no other open sockets.     
 
Connecting to the WebMaster®: 
LAN (Local Area Network) via Ethernet: In order to communicate with the WebMaster® over 
Ethernet, a valid private network IP address and subnet mask must be programmed into the 
WebMaster®. Optionally, the WebMaster® may be configured to enable DHCP.  When enabled 
and connected to private networks with DHCP support, a static IP address, subnet mask and 
gateway address will be assigned automatically by the network. 
 
WAN (Wide Area Network) via Ethernet: If remote access to a LAN connected WebMaster® is 
desired when the user is outside of the network, “remote” from the facility, all the standard 
network options are available to an IT administrator to allow this. The most common and easiest 
choice is to reconfigure the corporate firewall/router to map an external IP address to the 
WebMaster®’s private network address. This is referred to as Network Address Translation 
(NAT). Another choice would be to give the remote user VPN (Virtual Private Network) access to 
the network, allowing them to access the WebMaster® on it’s private address as they would if 
they were physically on the private network with the WebMaster®. If this isn’t practical, another 
option is to assign the WebMaster® a real, Internet routable Public IP address and open a whole 
in the firewall/router for this specific address. 
 



ShoulderTap® (Landline modem): This method of communications allows external, remote users 
the ability to connect to the WebMaster® via the Internet when the WebMaster® is connected to 
a standard landline. This is accomplished without the need for the WebMaster® to have a 
permanent connection to the Internet. With this method of connection, the WebMaster® is woken-
up when an authorized user requests a connection to it. At this time the controller dials out to a 
local ISP and is assigned a dynamic IP address.   A Walchem maintained connection utility 
called the ShoulderTap® utility manages the wake-up and “connection” of the user and the 
WebMaster®.  Once the user is finished communicating to the WebMaster® or the connection 
times out due to inactivity, the WebMaster® returns to its idle, off-line state. The limited Internet 
connection time and the dynamic IP address combine to make this a very safe method of Internet 
based communications. 
  
Summary: 
The WebMaster® Industrial Controller has been in production since 2001. Thousands have been 
shipped, installed and are presently running in more than 25 countries around the world.  
In addition to the popularity of Walchem’s patented ShoulderTap® connection technology, 
Ethernet connections have become increasingly popular during this time period. At present, 
Walchem estimates that Ethernet based LAN connections are utilized in greater than 50% of its 
installations. 
 
Some of the largest companies in the world have chosen to become customers and/or users of 
the WebMaster® controller in their facilities. Installations include hospitals, breweries, institutional 
buildings, hotels & resorts, data centers, universities, golf courses, poultry processing plants, 
paper mills, power plants and steel mills to mention just a few. 
 
To date, Walchem is very proud of the fact that we have not had to address a single WebMaster® 
security related issue.  
 
 
 
 
 


